Ilpunoxenue 3

K IIPOTOKOIYy BHEOYEPERHOTO 3acCeAaH A
Awnruteppopuctadeckoit komuccnu XMAO — IOrper
otT 21 oxtabps 2025 rona Ne 137

HHCTPYKIHUA
0 nopsAKe JedcTBHNA HACEJCHMA IIPH NOJYYECHHH CUIHAJOB
«BecIHIIOTHASI OACHOCTDHY, YTP03a aTaKH 0eCHIUIOTHHKA»

1. Opu noavuennn curnaya «bECIIMJIOTHASNS ONACHOCTDb»:

Cnpagouno:
Hannvii cuznan oznavaem, umo 8 cocednux cybvekmax Poccuu obHapysicenvt becnunomusie

8030yuinble cyoHals.

B coomsememsuu ¢ nonyyeHHbIM CUZHANOM PESUOHATIbHBIMU U MYHUYUNATLHBIMU OD2AHAMY
enacmy, _a_maxoce cunosbimy cmpykmypamu gvinonnsiomes  IIPEJAYIIPE/TUTE/TbHBIE
MEDORDUSIUSL, U3 HUX.

- YCUNUBAEMCSL KOHMPOTIb 30 8030YULHBIM NPOCMPAHCIMEOM,

- 8800UMCsl OZpanuyeHue MOOUNILHO20 UHMepHema,

- 8 pe2UOHANbHBLX U MyHuyunanbHulx CMH, mopzosvlx yeHmpax u uHvlx Mecmax ¢ Maccogbim
npebviganuem n00eil AKMUSUIUPYemcs pasmewjenue uHGopmayuy o nopaoke Oelcmeull zpaxcoar
npu nocmynaenuu cuznana «becnunomnas onacnocmoy.

ITpu noryuennu cursana HEOBXOAUMO:

- YTOYHUTH MECTOHaXOXICHHUE POACTBCHHHKOB, 3a6nar013peMeHHo
ONpeACIHTE MECTO BCTPEHIH,

~ IPOBEPUTH HATHINAEC JOKYMCHTOB, HOATBCPKAAOMHNX JTHIHOCTh, 'OTOBHOCTDH
«TPEBOXHBIX YEMOJaHOB» U T. [,

- 33bmar OBPEMCHHO OIIPCACIINTD MECTa BOSMOXKHOI'O YKPBITHA.

2. Ilpu ob6napyxkennu Jersmero EBC HEOBXOJIWMO onepaTUBHO
coobututs B MB/I Poccuu (menegpon — 102) nnu Equnyio gexypHO-AUCIETIEPCKYIO
cIy>k0y MyHHITUIIATIBHOTO 00pa3oBanus (menegon — 112):

- haMmIuIo, UM, OTIECTBO;

- BpeMa U Mecto obmapyxeHus BBC; xomuuecTBO anmapatoB M HX THII
(camonémuulil unu K8aOpPOKONMEPHDBILL);

- IPUMEPHOE HANpaBIIEHHE M BBICOTY IONETA (Hanpumep: Hanpasienue Ha
cegep, gvicoma mempos 50, nemum 8 CMOpPOHY ... 00beKMA UNU HACENEHHO20
nynkma), a Taxke xapakrep norenenus bBC (3asucanue, 6appasicuposanue nao
ob6vexmom u m.o.);

- HHYIO BaXXHYI0 HH(OpMAITHIO.

16 Tanee — BBC.
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3. B cayuae oCI0XHEHUS OﬁcTaHOBKI/IJIO HaceJeHHA TOBOAUTCHA CHIHAJ
«YTPO3A ATAKH BECITUJIOTHHUKA».

Cnpasouno:

Hannwiti cuznan osnavuaem, ymo eo3uuxna peanvras yeposa amaxu 5BC.

B coomsememeuu ¢ nonyuennvim cuzHanom pesuoHaNbHEIMY Y MYHUYUNATbHOIMY OD2AHAMY
gracmu, a_makoice_cunogvimuy _cmpykmypamy_gvinonusiomea IHPAKTHUYECKHE meponpusmus,
U3 HUX:

- 8 pecuoHanbrblx U MyHuyunansuvix CMIU, mopaoeerx YeHMpax u UHLIX MECIAX C MACCOBLIM
npebuieanuem modeil pasmewjaemcs un@opmayus o nopadke Oedcmeuil 2pajxcoar npu
803HUKHOBEHUU peanvHoll yeposer amaku EBC;

- 2pasicdare credyiom 6 bausicariuiue YKpbImusa U HaAxX00Amca mam 00 NOMYHEHUs CUSHANA
«OTEOH BECITH/IOTHOH OILACHOCTH)».

[Tpu momyuenuu curnana HEOBXOHUMO:

a) Npu HaXO0KAeHUM HA pabore:

- OTKJIIOYHTh HApY)KHOE ¥ BHYTPEHHEE OCBEUICHHE, 338 UCKIIIOYEHUEM
CBETUIBHUKOB MACKHPOBOYHOTO OCBEIIEHUS (NPU HANUYUL);

- €CIIM IIEPCOHAI HE MOXET TTOKHHYTh pabodee MeCTO B CBA3H CO CHEIMPUKOH
ero JIeATSIBHOCTH, TO HEOoOXOAMMO 3aHITh MaKCHMalbHO 0€30macHOe MecTo
(nodanvuie om OKOHHBIX NpOemos, mam, 20e HAubONbLUAA MONWUHA CMeEH U
nepexpvimuy u m.o.).

Bo BpeMs peanpHoO# yrpo3sl artaku OecmmorHuka 3ANPEINMAETCA
HOAXOJIUTE K OKHAM (0CKONKU CIheKIa MO2Ym NOpaHums) ¥ IONb30BaThCs TUHTOM.

0) Dpm HAXO0KIeHHH B aBTOMOOMIe HiTH 00LIEeCTBEHHOM TPaHCIOpTe:

- HEMEIJIEHHO  OCTaHOBHTE  AaBTOMOOHMIL  (nonpocume  8ooumens
0bwecmeerHH020 MpaHcnopma OCMAaHO8UMb e20);

- IOKWHBTE ABTOMOOHIEL (06ujecmBenHblll mMpancnopm) W TPOCIEIyHTe
B Omukaiiiee YKPBITHE (n008anbl U  YOKOAbHBIE SMANCU  HCUTBIX OO0MOS,
KANUMANbHbIX 30aHUL U COOPYHCEHUN, NOO3eMHble Nepexoobl, NAPKUHSU, A NPU UX
OMCYmMCMeUU eCcmeCmeeHHble U UCKYCCMBeHHble YanyOnenus Ha MecmHOCmU
(mpanwieu, Kanaswl, 08pazu, Amvl) un boavuiue 0epesvs).

B) IPH HaXOXKAEHUH J0Ma:

- IEPEKPBITH I'a3, BOAY, OTKIIOYUTE 3JIEKTPUIECTBO;

- IJTOTHO 3aKpPHITh OKHA, ABEPH, BEHTWIIAIIMOHHBIE ¥ IPYTHE OTBEPCTHS;

- B3STh C COOOM JIMGHBIE TOKYMEHTHI, IEHBIH (N0 803MOMCHOCMU 0epiicams
8 20MOBHOCMU  (MPEBOJNCHBIL — HYEeMOOAHUUK»,  KOMOpwIlL — O0NdCEH  Oblmb
VKOMNJIEKMOBAH anmeukol ¢ HeobX00uMbIMU JNeKaApCmeamy, 3anacom 600vl U
NPOOYKMO8 NUMAHUs, 00HOPA3080L NOCYOOT, CPEOCMBAMU TUYHOU 2UUeHbl, Belamu
(hudcHee benve, HOcKu, mennas odedcda), @ouapuxom c 3anacom bamapeex,
CRUYKAMU, 20308bIMU  3AJCULANKAMY, NEPOYUHHBIM (YHUBEPCANbHBIM) HONCOM,
HUMKAMU, U20JIKOU, HONCHUYAMU, CPEOCMBAMU CBA3U, C 3APSOHBIMU YCPOLCMEaMU
U CMEHHBIMU eMEHMamMy NUMAHUSL U M.0.);

- IPEAYIPEIUTh COCENEH, BAPYT OHM HE YCIBIIIATA CHIHAT,

- OKa3aTh ITOMOMIb OOJIBHEIM, AETIM, UHBAITUAAM, IIPECTapEIIbIM;

- CIIyCTUTHCS Ha HIDKHUE 3TaXKH, B IIOJBAJ, TApKUHT, IOrped U T.JI.
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4. Mpu BHezamHoM npuMenennn npoTuBHukomM BBC (nadenuu BBC)
HEOBXOJINMO:

Vcipimas XapakTepHEIA 3BYK IETSAImero OeCIMIOTHUKA (8 3a6UCUMOCTU OMm
deuzamens 36yk BBC 6ydem om sicysicoicanus 00 36yKa 2A30HOKOCUTKU W MOneoa)
HeoOX0IMMO HE TAaHMKOBATE ¥ COXPAHATh CIIOKOMCTBHE, 3aUTH B OMbKaNIee 3AaHKE,
an60 BEIOPATh UHOE MECTO UL YKPBITHA,

- uadopmarmio o mMecte nanenus BBC coobuute B MBJ (menegorn — 102)
i EqUHYIo nexKypHO-IHCIIETICPCKYIO Ciy X0y (menegon — 112);

Hu B x0eM ciiy4ae He JienaiTe i He PacupoCTPaHANTe POTO M BUNEOMaTepHAIb
ataxd BBC B cOLMANBHEIX CETAX U MECCEHJKEPAX — 3TO MOXKET IOMOYb IPOTUBHUKY
BBIITOJHUTE KOPPEKTUPOBKY U HOBTOPUTH aTaKy.

s DKCTPEHHOT0 YKPLITHE MOI'YT MCIOJIL30BATLCH:

- IIOABAJL M IOKOJBHBIE DTaXKW JXWIBIX JOMOB, KamUTAILHBIX 303HUM H
COOPYKEHHIA, TTOA3EMHBIE ITEPEXOBI, TAPKHUHIH;

- TIEPBBIC 3TaXH MOABE3NOB MHOTOKBAPTHPHBIX JKHUIBIX JOMOB, BHYTPEHHHE
IIOMENIEHU B 3JaHHAX, KBAPTHPAX JMXHUIBIX IOMOB (Kopuoop, mambyp, 6aHHas
KoMHama, unvle nomewenus, 20e Hem OKOH).

Ecau npu arake BBC Bol HaxoauTech Ha OTKPLITOH MECTHOCTH:

- HeoOXOIUMO CpPOYHO MCKaTh OmMKalIliue yKpHITHS, B TOM YHCIE B BHIC
€CTeCTBEHHBIX U MCKYCCTBEHHBIX YITyONEHUH Ha MECTHOCTHM (mpaHuies, KaHaeq,
oepaz, ima) Wiu OOIbIINE EPERbS;

- TIpH B3pBIBE Cpa3y JIeyb Ha 3€MIIO0, 3aKPhITh F'OJIOBY PyKaMHU U IPUOTKPHIT
" pOT (umobbl yposuams dagnenue). He ToOMHUMAaNHTECH TIOCIIE IIEPBOTO B3PEIBA, JIydIle
aKKypaTHO OTKATHTECh UIH OTIION3UTE B CTOPOHY;

- n30erafiTe OOIBIIOTO CKOILICHUS MIOIEH.

Ecau npu atake bBC Bl HaxoauTech B aBTOMODHIIE MM 00IIeCTBEHHOM
TPaHCIOPTE:

- HE IBITalTeCh yexXaTh M3 30HBI aTakd, a HA000pPOT MaKCUMalbHO OBICTPO
OCTaHOBUTECE;

- IOKUJANTe MalmluHy ¢ IPOTHBONIOIOXHOM CTOpOoHBI ataku BBC, oroiimure
(omnonzume) OT MAIUIUHBI KaK MOXHO JAMBIIIE,;

- pmuTe OmKaiIe YKPBITUS (1008ANbL U YOKONbHBLE IMANCU HCUNBIX OOMO8,
KanumanvbHelX 30aHUll U COOPYd*CEeHUU, nod3emHble nepexoosl, NapKuHau, a npu ux
OMCYMCMBUY eCMecmeeHHble U UCKYCCHGeHHble Y2nyOneHus Ha MeCmHOCmU
(mpaHwey, Kanasol, 08pazy, smul) uiu OOLbvIUUE 0EPEBDLS).

Eciu npu ataxe BBC Bbl HaxoauTech AoMa:

- TI0 BO3MOXHOCTHU CIIyCTUTHCS Ha HIDKHUE 3TaXH;

- BO3BMHUTE C CODOOM JIHMYHBIE AOKYMEHTHI, Tele(poH, paguo Ha Oarapeiikax,
¢dboHapHK, BOIY, MEIUIMHCKYIO allTEUKY;

- BeIOEpUTE KOMHATy, KOTopas HE HMEET OKOH — 3TO BaHHAasg, KIIaJoBafd,
KOPHIOD, TYANET (4em OGonvuie monwuna cmen, mem eviiie Bawa 6ezonacuocms);
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- €CIIM B JIOME €CTh ITOJBAT MJIH MOTped, CIyCTUTECh BHU3, €CIM B JJOME HET
MIOABAJIA — TO HA HIDKHHE 3TaXKH, B IAPKUHT; 4€M HIDKE — TEM JIydule.

Bo Bpems araxku OecnmiotrHuKa JAINIPEIMAETCS moaxomuTh K OKHAM
(oCKOIKU CMeKna MO2ym ROPAHUmMb) U TI0JIH30BaThCS TN TOM.

5. Ilpn nocaake (naoenun) bBC 3AIIPEHIEHO:
- IOJXOAKTE K 00I0MKaM H He TporaTh uX. OHM MOTYT OBITH SIOBUTEIMU UIIX

B3PHIBOOIIACHBIMUY;
- HCIOJB30BATh PATHOCBA3b, MOOMIBHEIM TenedoH u ycrpodctBa ¢ GPS-

HaBHTaIuEH.

5. Yrto nenarh mocjae okonyannsg ataku bBC:

- IEpPEIBUTAATECh OCTOPOIKHO M BHUMATEIHHO, CMOTPHTE cebe 101 HOTH;
- He MOJHMMAHTE C 3¢MJTH HUKAaKHUX HE3HAKOMBIX IMPEIMETOB;

- CMOTpPHUTE 32 IETbMHU, JEPXKUTE UX MpH cede.




